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Agenda: Essentials

* LoRa & LoraWAN .
 LoRaWAN Architecture .
* SmartServer IoT LoRaWAN Overview .
* SmartServer IoT LoRaWAN 2.00.006 Specification .
* ChirpStack LoRaWAN Network Server .
* Hardware/IP Configuration .
* Typical Hardware .
» Server IoT and IAP Architecture .
« Static LoRa Gateway Interface .
* Integration Process Overview .
 SmartServer IoT CMS .
* Cloaning The SmartServer Image Overview .
* Backup .
* Connecting to ChirpStack .
* Creating a Gateway .

* Creating Devices

© 2022 Dialog Semiconductor

JoinRequest/JoinAccept

Auto Mapping

LoRaWAN Device Naming Convention
devices.csv File

Are we there yet?

lora_gw.btm File

Generic IoT Node-RED Cloud Connector
Redundant LoRa Gateways

The View From BACnet Using YABE

Log Files

Deleting/Renaming Devices in ChirpStack
MQTT Ports

Adding New Device Types

Chaging Passwords

Q&A
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Agenda: Adding Non-LoRa Devices

* Adding Non-LoRa Devices

« BACnet Discovery

 Types

» Setting Device and Datapoint Names

* Setting Datapoint Polling Rates & DBW
« EPS

* Q&A

¢Jdialog
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Agenda: Detailed Configuration Instructions

* Pre-requisites

* Under The Hood

* ChirpStack Application Server MQTT Output
* Configuring MultiTech Gateway

* Configuring RAK7258 Gateway

* Cloning SmartServer IoT Image

* Creating The Gateway in ChirpStack

* Creating LoRa WAN Devices in ChirpStack

* SmartServer Datapoint Browser Polling Rate
* SmartServer Upgrades

* Setting the SmartServer Date

» Setting App Keys and Adjusting TX Rates

+ Testing the Gateway

* Testing Devices

© 2022 Dialog Semiconductor

Finding PC Serial Port
Putty Serial Connection
Finding SmartServer IPV4 Address
Log Files
Using Yabe
MQTT Debugging
Backup
Configuring Node-RED Cloud Connections
- GCP
« AWS
* Azure
Deleting Devices
Q&A
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LoRa & LoRaWAN

* LoRa (Long Range) is a low-power wide-area network (LPWAN) protocol
developed by Semtech.

* Based on spread spectrum modulation

* Uses license-free sub-gigahertz radio frequency bands like 433 MHz, 868 MHz (Europe),
915 MHz (Australia and North America), 865 MHz to 867 MHz (India) and 923 MHz (Asia).

* Enableslong-range transmissions (more than 10 km in rural areas) with low power RF Solutions
consumption LoRa Module

e Achieves data rates from 27 Kbps to 0.3 Kbps depending upon the spreading factor.

* LoRa covers the physical layer, while other technologies and protocols such
as LoRaWAN (Long Range Wide Area Network) cover the upper layers.

 The LoRa Alliance® is an open, nonprofit association that has grown to more
than 500 members whose mission is to develop and promote
LoRaWAN® technology and its ecosystem to deliver massive IoT

dialog
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LoRaWAN Architecture

4 > Apps
Encrypted

IP

A

@dislog

Gateway/Concentrator/Base Station Lora Network Server (LNS)

N

Sensors ~ 3-4 year battery life @ 1 hour updates

¢Jdialog
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SmartServer IoT LoRaWAN Overview

ChirpStack LoRaWAN
Network Server

LoRaWAN Sensors
N

MQTT Cloud

Internet of Things
- d : ACCESS PROTOCOL

o Applications.

- % <ZE
2 prd = =
S 3 |8 :
i > = z
? |
w3 i ANSI/CTA 709.10
e[ m— '
315 SBax | .on0l .-unﬂd
© Milesight

) o ¢Jdialog
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2.00.007 Specification

SmartServer 3.26.001
* Ubunutu 20.04
- TLS1.3
* PostgresSQL 12.0
* Log4j hotfix applied
ChirpStack 3.1.5
» Improved data logging
Auto LoRaWAN to BACnet mapping
Tested with the following LoRaWAN gateways:
e MultiTech MTCAP 868 Series
« RAK 7258
« RAK 7268
Typical minimum LoRaWAN uplink rate 15 minutes
(ex. alarms)
CMS browser poll rate = 0 (for MQTT bandwidth reasons)
Typically 20% CPU loading
Additional BACnet, LON, Modbus & IAP devices may be
added within certain constraints (EPS, CPU% etc.)
OPC UA support

© 2022 Dialog Semiconductor

Support for 10* each of the following device types:
* Netvox R712

* Netvox R718N17

* Netvox R718N37

* Netvox R718N315
* Netvox R718E

* Netvox R718E *Can be adjusted
« Netvox R311FA as required — 4096
. Netvox R313WA DPs max

* Netvox 718AB
* Netvox 718AD
e Netvox 718DB
e IMBuildings IM_Counter EU_W
e MC Climate MC_LW_THO1

e MC Climate Vicki

 Elsys ERS_LITE

 Elsys ERS_CO2

 Elsys ERS_COZ2_LITE
 Elsys ERS_EYE

 EnLink ENL-AIR

 EnlLink ENL_STS AF d

. Milesight AM319 dla|0
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ChirpStack, open-source LoRaWAN® Network Server stack

€ > C A Notsecure | 192.168.123.188:3080/#/organizations/1

< CQB ChirpStack

E Network-servers

@ Gateway-profiles

B Organizations
- All users

Q, API keys
chirpstack

# Org. dashboard
2 Org. users

Q‘ Org. API keys

A= Service-profiles
= Device-profiles

@ Gateways

i Applications

N Multicast-groups

Organizations / chirpstack

DASHBOARD CONFIGURATION

Active devices

I Never seen M Inactive NN Active

& @ e )
:

localhost

Active

Gateways

- »n .
+ ,.f
458 % )
- e - Bow |
; L

Great Wood
S Wo

B=  Network-servers
Applications

@  Gateway-profiles
[ Organizations

[[+] Name
- All users

1 air-quality
chirpstack -

2 parking-sensor
* Org. settings 3 weather-station
- 0Org. users
a= Service-profiles
= Device-profiles
@  Gateways
HH Applications
N Multicast-groups

© 2022 Dialog Semiconductor

Service-profile

EU868

EUges

EUS6ES

Description

Air quality application

Parking sensor application

Weather station application

Rows per page 10 -

1-30f3

¢

+ CREATE

dialo
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Hardware/IP Configuration

10.5-30VDC, 10W or

1
. ] LAN (ETHO) 192.168.1.50
isolated 12-30VAC, 12VA - Default LAN Port

DHCP/192.168.1.222

.....

192.168.1.1*

192.168.1.60*
Default 192.168.2.1

¢Jdialog

5 EMICONDUCTOR
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Typical Hardware

SmartServer IoT LoRa Gateway

IP Infrastructure

dial
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SmartServer IoT and IAP Architecture

Published Cloud Integrations

e ———— = ] r_[_ ﬁﬁ
/ ( \ | ’ ) Aﬁlalayr;(ijcs central lAPIMQTT
( ) Service Management Application

System (CMS)

Google Cloud AZU re IBM CIOUd

BMS or OPC
Client

lap
/REST loT A & I
oT Apps
Web Pages

Ethernet
Interface

SmartServer loT

. IAP/MQTT CMS and
Scheduler lConnection Alarm OPC UA Message IAP/REST Custom

Service Service Service Server Broker Server Web Pzges

loT Access Protocol (IAP/MQTT) Message Bus

Modbus LON IAP Custom
Driver Driver Driver Driver

RS-485 RS-485 Ethernet USB
— — — —HREGEEE — — e E— — NICHEE — — — — — — — — NEHESYy — — — — — —

Modbus Custom LON/IP, LON IP-852,
RTU RS-485 BACnet/IP,
Modbus TCP

TURTIIRTITRTIT

© 2022 Dialog Semiconductor

LoRa In

Node-RED

®p

Internet of Things
ACCESS PROTOCOL

tegration

Development

(((» TALQa Support

Legend

Services

Server interfaces

Driver interfaces

3rd party modules

Custom Services/ Apps

¢Jdialog
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Static LoRa Gateway Interface

loT Apps &

Web Pages

e ——

ERS_CO2/0 - ERS_CO2/n-1 B8

& C A Notsecure | 192.168.168.19/cms/#/dashboard
¢dialog EEDED =

Q» GRrouPs Device Types
® DEVICES
LoRaGateway / & Device Type , Driver . DeviceCount 1, Actions
B catenoar Edge Device SmartServer laT
ALA SmartServer loT . ' l0x_pi0 1aP o H
Segment Controller :
STORAGE /' IDX_METER [ 0 H
FE  DATAPOINT BROWSER v onsis 4 ! :
BB DATAPOINT PROPERTIES v LeLonen Lo ! :
= &= DEVICE TYPES ‘ Rows perpage 25 v 1-20f2 1 Rows per page 25 v 1-40f4 1
.
H > _
- H zones Datapoint Browser BH Datapoint Properties
.
. = lock Mame X Drer
- Q& % e met 0 = C Q B

F Device %

Blockname .

Blockindex 1

Datapoint neme '

Datapoint XIF name

Total Monitoring Traffic Indicator
jents per second

Total Logged Bytes

0.00 byte (B) per day

Data Annual Log Size
0.00 byte (B) per year

@
01/01/2021 10:00 ) v LoRaGateway ~ MCF_LW12MET 0 nviLoadCtl1_1 nviLoadCti - W Device type. 1, Block name 1, Blockindex 7,  Datapoint L
[ PMES  PMID
LoRaGateway MCF_LWI2MET 0 nvoActEnergy 1 nvoActEnergy Lora LON GW f718E 1 nvoAceelX -
SE0~ | 28 B0 v v
el
OO v LoRaGateway ~ MCF_LW12MET 0 nvoActPwr_1 nvoActPwr v Lora LON GW R718E 9 nvoAccelX
LJ et v LoRaGateway =~ MCF_LW12MET 0 nvoAppEnergy_1 nvoAppEnergy v Lora LON GW R718E 2 nvoAccelX
& .0 W % — [l_ » , - ) , hd
o3 SHax| o000 .eonl 1
Rowsperpage 25 v 1-250f130 100 Rowsperpage 25 v 1-250f770 1501
© Milesight 2 Apollo Owner .
Q! Groups
© 4 [ |
‘ « Q Search o Q P
= @ LocouT
#2\, Group 1 . -

SEMICONDUCTOR
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B
Integration Process Overview - As Minimalist As It Gets

Your key take aways: E‘;ﬁiﬁiﬁjﬁ:”:"ﬁ;" 51D o [ motr et - Eial )
* Configure external LoRaWAN gateway(s) mm:;’w* S
* Clone standard LoRa gateway image to target e S R
SmartServer L — o )

 Add Gateway in ChirpStack

 Add LoRaWAN devices in ChirpStack (Profile,
Name, DevEUI, App Key

* Check join requests/join accepts

e Go to lunch for 90 minutes

* Test & Backup

dialo
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SmartServer IoT CMS

192.168.1.50/cms apollo/Sgq4-2FKQ

< C A Notsecure | 192.168.168.19/cms/#/dashboard a % @
ddiaog e = IS
-
O? GROUPS ® Devices Device Types
® orvices W Q + n & - + g -
: LoRaGateway . & Device Type 1, Driver T,  DeviceCount T,  Actions
(2 caLenpar Edge Device SmartServer loT  *
© ALARMS ! SmartServer loT . « 10X.DI0 e ) :
I Segment Controller *
= STORAGE v I0X_METER 1AP 0 H
|
5 v I0X_8YS 1AP 0 :
3£ DATAPOINT BROWSER | - *
v/ LoraLON GW LON 1 H
EE DATAPOINT PROPERTIES o :
= Rows perpage 25 * 1-20f2 1 Rows per page 25 ~ 1-40f4 1
= DEVICE TYPES
3= Datapoint Browser Datapoint Properties
ZONES
Source Block Mame X Driver
QA % Live met 0 5. & - Q all A@ o
. . . . Total Monitoring Traffic Indicator Total Logged Bytes Data Annual Log Size
" Device T, Blockname T,  Blockindex 1, Datapointname T,  Datapoint XIF name 0.00 events per second 0.00 byte (B) per day 0.00 byte (B) per year
v LoRaGateway MCF_LW12MET 0 nviLoadCtil_1 nvilLoadCtl “ N & Device type 1, Blockname . Blockindex 1, Datapoim T
v LoRaGateway MCF_LW12MET o nvoActEnergy_1 nvoActEnergy v Lora LON GW R718E 1 nvodccelX -
I Vs LoRaGateway = MCF_LW12MET 0 nvoActPwr_1 nvoActPwr v Lora LON GW R718E 9 nvoAccelX
V] LoRaGateway  MCF_LW12MET 0 nvoAppEnergy_1 nvoAppEnergy v Lora LON GW R718E 2 nvoAccelX
- -
|
4 3 1 4 »
Rows per page 25 * 1-250f130 1 > > i Rows per page 25 v 1-250f770 1 > 3

= Apollo Owner

4 0 o

=] LogouT

Q! Groups

|
‘ « Q Search . Q e
t #2 Group 1 :

dialo
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Clone Image — Clone Image

== Storage

L3

om Internal Flash Memory Restore
Total Mem... Memory In Available M SYSTEM DATABASE m
3847 MB 2483 MB 1135

Restore *

/media/sdcard/backups/lora_gw.tgz v
Data Log Size Event Log Size
0.0390625 MB 0.015625

CANCE

H SD-Card Memory £ COM25 - PuTTY 5 - o x

Notes:

1) Monitor progress using
a serial console (Putty
with 115200 baud)
connection

2) SmartServer will have
the password from the
imaged device after

cloning  @Jdialog

© 2022 Dialog Semiconductor SEMICONDUCTOR 17
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T —————n——————————— T ————.».
Backup

Storage N e X

* Once configured, take Om Internal Flash Memory

a backup and save in a

feW ].a.ces Total Mem... Memory In ... Available M...

b 3847 MB 2483 MB 1135 MB

* Backup system, not

database

Data Log Size Event Log Size

[ J

Ta:kes around 35 0.0390625 MB 0.015625 MB

minutes

ﬂ SD-Card Memory

Arrails

BACKUP

Trtal ham harmare |

FORMAT

RESTORE

¢Jdialog
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Connecting to ChirpStack

192.168.1.50:8080 admin/Sgq4-2FKQ

< C' A Notsecure | 192.168.1.50:8080/#/login

ChirpStack Login

Username / email *

Password *

LOGIN

¢Jdialog

SEMICONDUCTOR
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Creating LoRaWAN Gateway in Chirpstack

¢3 ChirpStack Application Server X ﬂ Dialog SmartServer loT Configur. X | & SmartServer CMS X | -+ °

¢ > C A Notsecure | 192.168.1.50:8080/#/organizations/1/gateways

c(/B ChirpStack

@ Gateway-profiles

B2 organizations Gateways

2 All users

\ API keys Last seen Name Gateway ID Network server Gateway activity (30d)

chirpstack - Rows per page: 10 = 0-00f0 < >
f® Org. dashboard

- Org. users

Q,  Org. APIkeys

1L
T|!

Service-profiles
Device-profiles
Gateways
Applications

Multicast-groups

© 2022 Dialog Semiconductor
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Creating LoRaWAN Gateway in Chirpstack (cont.)

= (B ChirpStack

o Dashboard

G%teways / Create
E Network-servers
@  Gateway-profiles

GENERAL TAGS METADATA

i

Organizations
Gateway name *

- All users MultiTech-MTCAP-868

The name may only contain words, numbers and dashes

QA APlkeys
Gateway description *
My Gateway
chirpstack -
T 0Org. dashboard
. Gateway ID *
=  Org.users 00 80 00 00 00 01 9C 85 MSB (¥

Q,  Org. APl keys

Network-server *

SmartServer loT -
o= i i
- Service-profiles Select the network-server to which the gateway will connect. When no network-servers are available in the dropdown, make sure a service-profile exists for this organization.
EFL Device-profiles Service-profile

SmartServer -
@ Gateways Select the service-profile under which the gateway must be added. The available service-profiles depend on the selected network-server, which must be selected first
# Applications Gateway-profil

MultiTech MTCAP-868 -
N Multicast-groups Optional. When assigning a gateway-profile to the gateway, ChirpStack Network Server will attempt to update the gateway according to the gateway-profile. Note that this does require a

gateway with ChirpStack Concentratord.

[C] Gateway discovery enabled

192.168.1.50:8080/#/organizations/1/gateways L _ N o ) B o o ) N o ) o o . _ - d' I
© 2022 Dialog Semiconductor d sewconoucmng
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Creating LoRaWAN Gateway in Chirpstack (cont.)

€< @ChirpSta:k ® O admin

Dashboard MultiTech MTCAP-868

>

Network-servars [[] Gateway discovery enabled

When enabled (and ChirpStack Network Server is configured with the gateway discover feature enabled), the gateway will send out periodical pings to test its coverage by other gateways in
the same network.

)

Gateway-profiles
Gateway altitude (meters) *
Organizations 0

i

When the gateway has an on-board GPS, this value will be set automatically when the network has received statistics from the gateway.

2 All users
Gateway location (set to current location)
Q,  APlkeys
chirpstack -

F .1 Org. dashhoard
2 Org. users

Q,  0rg. APlkeys
2= Service-profiles
a= Device-profiles

@  Gateways

Leaflet | @ OpenStreetMap contributors
Applications Drag the marker to the location of the gateway. When the gateway has an on-board GPS, this value will be set automatically when the network receives statistics from the gateway.

N Multicast-groups
ADD BOARD CONFIGURATI CREATE GATEWAY

dialo
© 2022 Dialog Semiconductor d semnconnucmng
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Creating LoRaWAN Devices in ChirpStack

< ¢ ChirpStack

N Dashboard
Applications / Sensors / Devices / Create
E Network-servers
@  Gateway-profiles
GENERAL VARIABLES TAGS
B Organizations
Device name *
All users ERS_CO2
The name may only contain words, numbers and dashes.
Q,  APlkeys
Device description *
ERS CO2 Sensor
chirpstack v
Device EUL*
] Org. dashboard A817 58 FFFEQ4 AB 14 MSB c
- Org. users Device-profile *
Elsys ERS_C02 v

F

Org. APl keys

[C] Disable frame-counter validation
Service-profiles

Mote that disabling the frame-counter validation will compromise security as it enables people to perform replay-attacks

= Device-profiles
[} Device is disabled
@  Gateways

ChirpStack Network Server will ignore received uplink frames and join-requests from disabled devices.

HH Applications

N Multicast-groups

dialo
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Creating LoRaWAN Devices in ChirpStack

< 63 ChirpStack

I Dashboard

Applications / Sensors / Devices / ERS_CO2 ‘ W DELETE ‘
= Network-servers
@ Gateway-profiles DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES
[Bg  Organizations
- All users Application key *
78afdela7fab2253bc1 3860 9f40 ae 7d mse G [ ©
R API keys For LoRaWAN 1.0 devices. In case your device supports LoRaWAN 1.1, update the device-profile first
chirpstack v

SET DEVICE-KEYS

N 0Org. dashboard

- 0rg. users

Q,  0rg. APl keys
2= Service-profiles
5 Device-profiles
@  Gateways

HH Applications

N Multicast-groups

dialo
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JoinRequest/JoinAccept

= @ ChirpStack

N Dashboard
Applications / Sensors / Devices / ERS_CO2_test

= Network-
= elwork-servers
@  Gateway-profiles DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES
g Organizations

All users %
A, APlkeys Feb019:25:58 PM [ JoinAccept ) (926.9 MHz ) ( SF9 | ( BW500 ) [ GW: 008000000001edb0
chirpstack - Feb 01 9:25:58 PM JoinRequest | | 903.5MHz | | SF9 | | BW125 | | DevEUI: a81758fffe0700cd

N Org. dashboard
-4 Org. users

Q,  Org. APl keys
a= Service-profiles
= Device-profiles
@ Gateways

HH Applications

dialo
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Automatic Mapping

 LoRaWAN DevEUIs have to be statically mapped to internal application
blocks and block indices
* Internal application datapoints have to be mapped to BACnet objects

* Both operations require accurate data entry, so this is automated

dialo
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» Later ChirpStack releases will include Device Profile Tags

LoRaWAN Device Naming Convention

LoRaWAN device names must include their type

No spaces are allowed

Only alphanumeric characters and underscores

For example:
« R712
« R712_Outside

e R313WA Board Room Seat

« AMS319_Fourth_ Floor_ Air Quality

© 2022 Dialog Semiconductor

 RT12

R718N17
R718N37
R718N315
R718E

R313WA
R718AB

R718AD

R718DB
ERS_Lite
ERS_CO2_Lite
ERS CO2
ERS_Eye
MC_LW _THO1
IM_Counter EU W
MCF_LW13IO
MCF_LWI12MET
ENL_STS AF
ENL_AIR

Vicki

— AM319
¢Jdialog
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devices.csv File

except for the headers

Provides an as built BOM

© 2022 Dialog Semiconductor

. A B C D E F
¢ Used to ma‘p LORaWAN deveu]‘ to 1 pad Ide'..rin:e_‘cy'pe Ibllcn:l-(_indea-cIdeveui II|c:ra_appli|:ati|c:n IdE\.-'ilze_name
[AP/MQ blocks and block indices 2 ENL_STS_AF 0 0004a30b01275427 1 ENL_STS_AF_400_Second_Floor VAV Duct
3 | ERS_CO2_lite 0 a81758fffe0537al 1 ERS_CO2_Lite_Fourth_Floor_Sales
. 4 R718E 0 00137a100000d69f 1 R718E_Heat_Exchanger_1
Automatlcally generated 5] MCF_LW12MET 0 70b3d58ff10183b4 1 MCF-LW12MET
. 6 MCF_LW1310 0 70b3d58ff10183ce 1 MCF-LW1310
e Do not edit ?: R718N315 0 00137a100000a2ac 1 R718N315_Third_Floor_Riser
8 | R718N17 0 00137a100000966¢ 1 R718N17_Aux_Feed
. . 9 R718E 1 00137a100000d69c 1 R718E_Heat_Exchanger_2
Inc}udgs the Chll’p Stack device name 10 | MC_LW_THO1 0 70b3d52dd40000a1 1 MC-LW-THO1_0_Plant_Room
which includes the device type 11: ERS_Eye 0 a81758fffe04d037 1 ERS_Eye_Board_Room
12 Vicki 0 70b3d52dd3000abc 1 Vicki_0
. 13 Vicki 1 70b3d52dd3000b65 1 Vicki_1
;f necessary, add L_ORaWAN devices 14 | ERS_CO2 0 a81758fffe0625c2 1 ERS_CO2_Third_Floor_Kitchen
in the order you wish them to appear 15 vicki 2 70b3d52dd3002eac 1 Vicki_2
1n lora_g'w.btm 16 ERS_Lite 0 a81758fffe04b491 1 ERS_Lite_Engineering
17 AM319 0 24e124710b423509 1 AM319_First_Floor
. . 18 R718AB 0 00137a1000013df0 1 R718AB
ChirpStack does not include the 19|  R718DB 0 00137a1000013cbc 1 Netvox_R718DB
device proﬁ]e tags in3.1.5 20 R718AD 0 00137a1000011e6d 1 R718AD
21 IM_Counter_EU_W 0 0004a30b00edc875 1 IM-Counter-EU-W_0_Front_Door
. c e el 22 R313WA 0 00137a100000f887 1 R313WA_Sample_Sofa
CSV file is lnltlaHY unpopulated 23: R712 0 00137a100000d1c1 1 R712_Outside

/var/apollo/data/lora_gw/support/devices.csv

¢Jdialog
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Are We There Yet?

Wait until the echbacnet service has been restarted - see by uptime difference to other services
Use “sudo supervisorctl status” in a console/ssh connection (apollo/Sgq4-2FKQ)

& 192.168.150 - PuTTY - O X

© 2022 Dialog Semiconductor d SEMICONDUCTOR g
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lora_gw.btm File

= Used to map internal application datapoints to BACnet datapoints

= Automatically generated, echbacnet is automatically restarted 90m after last new device found

A B [ D | G H
1 |#filetype bacnet_type_map
2 |#version v0.0.0
3 |#product_name lora_gw
4 |Technology Block Type Block Handle Point Name bacnet_type Instance Name Description Units SNV
5 |lon ENL_STS_AF 0 nvoBattV Al 1 ENL_STS_AF/0 Battery Voltage ENL_STS AF 400 Second Floor VAV Duct - Battery Voltage volts valu
6 |lon ENL_STS_AF 0 nvoAirFlow Al 2 ENL_STS_AF/0 Air Flow ENL_STS_AF 400 Second Floor VAV Duct - Air Flow meters-per-second valu
7 |lon ENL_STS_AF 0 nvoDiffPress Al 3 ENL_STS_AF/0 Diff Pressure ENL_STS AF 400 Second Floor VAV Duct - Diff Pressure millibars valu
8 |lon ENL_STS_AF 0 nvoHumidity Al 4 ENL_STS_AF/0 Humidity ENL_STS_AF 400 Second Floor VAV Duct - Humidity percent-relative-humidity valu
g |lon ENL_STS_AF 0 nvoTemp Al 5 ENL_STS_AF/0 Temperature ENL_STS_AF 400 Second Floor VAV Duct - Temperature degrees-celsius valu
10 |lon ERS_CO2_Lite 0 nvoBattV Al 6 ERS_CO2_Lite/0 Battery Voltage ERS_CO2_Lite Fourth_Floor Sales - Battery Voltage volts valu
11 |lon ERS_CO2_Lite 0 nvoCO2ppm Al 7 ERS_CO2_Lite/0 CO2 ppm ERS_CO2_Lite Fourth _Floor Sales- CO2 ppm parts-per-million valu
12 |lon ERS_CO2_Lite 0 nvoHumidity Al 8 ERS_CO2_Lite/0 Humidity ERS_CO2_Lite Fourth_Floor Sales - Humidity percent-relative-humidity valu
13 |lon ERS_CO2_Lite 0 nvoTemp Al 9 ERS_CO2_Lite/0 Temperature ERS _CO2_Lite_Fourth_Floor_ Sales - Temperature degrees-celsius valu
14 |lon R718E 0 nvoAccelX Al 10 R718E/0 Acceleration X R718E_Heat Exchanger 1 - Acceleration X meters-per-second valu
15 |lon R718E 0 nvoAccelY Al 11 R718E/0 Acceleration Y R718E_Heat_Exchanger_1 - Acceleration Y meters-per-second valu
16 |lon R718E 0 nvoAccelZ Al 12 R718E/0 Acceleration Z R718E_Heat_Exchanger_1 - Acceleration Z meters-per-second valu
17 |lon R718E 0 nvoBattV Al 13 R718E/0 Battery Voltage R718E_Heat_Exchanger_1 - Battery Voltage volts valu
18 |lon R718E 0 nvoTemp Al 14 R718E/0 Temperature R718E_Heat_Exchanger_1 - Temperature degrees-celsius valu
19 |lon R718E 0 nvoVelocityX Al 15 R718E/0 Velocity X R718E_Heat_Exchanger_1 - Velocity X millimeters-per-second  valu
20 |lon R718E 0 nvoVelocityY Al 16 R718E/0 Velocity Y R718E_Heat Exchanger_1 - Velocity ¥ millimeters-per-second  valu
21 |lon R718E 0 nvoVelocityZ Al 17 R718E/0 Velocity Z R718E_Heat Exchanger_1 - Velocity Z millimeters-per-second  valu
22 |lon MCF_LW12MET 0 nviLoadCtl BO 18 MCF_LW12MET/0 Load Control MCF-LW12MET - Load Control no-units stat:
23 |lon MCF_LW12MET 0 nvoload5ts Bl 19 MCF_LW12MET/0 Load Status MCF-LW12MET - Load Status no-units stat:
24 |lon MCF_LW12MET 0 nvoActEnergy Al 20 MCF_LW12MET/0 Active Energy MCF-LW12MET - Active Energy watt-hours valu
/var/apollo/data/bacnetrouter/res/lora_gw.btm  © 2022 Dialog Semiconductor U 9.!9,!(:9“ g %0



Generic IoT Node-RED Cloud Connector

* Included in image o

« Connection for: Ty dNnR o e
 Azure
« Watson
- GCP

* Directories are set
established for TLS
certs

 Disabled out of the
box

* Set polling rates in
Datapoint Properties

/— @] ubs

[ evidata (-

@ connected \g ) 8 - A
/- MQTT DP Fiter (> 0 DP Thottle () 0 Genenc foT Connector ]

: . : O 0 Genene loT Connecl
1 @ running
[ cfg >

4
-
-

widget for DPs in
question apart from {"ingest_key":"17qgdkkc","external_id":"LoRaGateway/AM319/0
for LoRa DPs which /nvoPressure","data":1025.9,"timestamp":"2021-12-
are automatically 18T12:44:01.685Z"}
handled
/var/apollo/data/certs/tls © 2022 Dialog Semiconductor d dlaIO
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Redundant LoRaWAN Gateways

<« C' A Notsecure | 192.168.1.50:8080/#/organizations/1/gateways o Q B w & i

 Additional routers
can be
incorporated for:
[} Re dund ancy‘ sateayprofies Last seen Name Gateway ID Network server Gateway activity (30d)

< (7 ChirpStack

Dashboard
Gateways r CETIE

Network-servers

)

By  Organizations
° 2 days ago MultiTechMTCAPB&BA 0080000000019¢85 SmartServer loT
e er 2 All users
\ APl keys 2 days ago MultiTechMTCAP8688B 008000000001b6b0 SmartServer loT
g chirpstack a few seconds ago RAK_7258 ac1f0offfe05225f SmartServer loT

Rows per page: 10 = 1-30f3
H 0Org. dashboard perpag

2 Org. users

K Org. APl keys
a= Service-profiles
£ Deviceprofiles N
@  Gateways
L
S Applications

N Multicast-groups

dialo
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B
The View From BACnet Using YABE

Last seen Device name
@ a few seconds ago AM3T 9_First_FID
«, Yet Another Bacnet Explorer - Yabe B
ENL_AIR

File Functions Options Help

QX
Devices Subscrptions, Feriodic Poling, Events/Aams

'ﬂ Devices

Sagw Udp:47808 Device  Objectld  Name Value Time Status Descript,|

-8 Device 20039 - 192.168.1.50:47808
.- /8 17qdkke_lora_gw_0OD0710C8585 [1701003]

< >

Address Space : 128 objects ‘ i i

AM319/0 Particulate Mass Concentration 2.5% (Analog_lnpt A < = Nulfcdlm Class 4194303

AM319/0 CO2 ppm (Analog_lnput:118) 12 i Notify Type 0 : Alam

AM319/0 HCHO (Analog_input:119) Object Identifier OBJECT_ANALOG_INPUT:124

AM319/0 Humidity (Analog_Input:120) Wl : ObJed Name hM31§lf0 Temperature

AM319/0 luminan: : Object Type W

o0z ] : Out OF Service _~"Talse e
: Present Value [ Q@Y )
o 4 : Roioblly rS~NefaiDoedled e

R718AB/0 Battery Voltage log_lnput: 126) Status Fags 0000

R718AB/0 Humidity (Analog_input:127) 04 . Time Delay 0 .

R718AB/0 Temperature (Analog_lnput:128) : Units 62 : Degrees Celsius

R718DB/0 Battery Voltage (Analog_lnput:129) 0z 4 =

R718AD/0 Battery Voltage (Analog_Input:131) : Acked Transitions

R718AD/0 Temperature (Analog_lnput:132) v a0 ; ; BACNET_APPLICATION_TAG_BIT_STRING

< > 0300 0600 1200 1800 0300
Log

Sending ReadPropertyMultipleRequest .. A
ComplexAck

Sending ReadPropertyMultiple Request ...

ComplexAck

Sending ReadPropertyMultiple Request ...

ComplexAck

Sending ReadPropertyMultiple Request ...

ComplexAck

Sending ReadPropertyMultipleRequest ..

ComplexAck

© 2022 Dialog Semiconductor

ENL_STS_AF_400_Second_Floor_VA)

ERS_CO2_Lite_Fourth_Floor_Sales

ERS_CO2_Third_Floor_Kitchen

ERS_Eye_Board_Room
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Log Files

* Log files can be found at: /var/log/supervisor

“ supervisor - roor@192.168.1.50 - WinSCP & - ] X
- Local Mark Files Commands Session Options Remote Help
EE % E Synchronize [l @ =l @ @ Queue ~ gTransfer Settings Default = a =
E roor@192.168.1.50 x i New Session
: _5D:Data B -Frie-=- a8 - A M & | K, Find Files | T
5] Upload ~ | [ Edit - ¥ [ Properties | B New ~ : d : g Download ~ |[ Edit - ¥ L Properties | B New - = [+] ¥
MName Size Type Changed v Name - Size Changed Rights Owner ~
- . Parent directory 16/06/2021 20:36:00 echbacnet.log 12KB 16/06/2021 20:21:45 w-r--r-- root
Datasheets and Manuals File folder 16/06/2021 15:24:56 formatter.log 9 KB 16/06/2021 20:22:07 rw-r--r-- root
@ lora_gw.tgz 1,035713.. WinZip File 16/06/2021 20:21:13 housekeeper.log 10KE 16/06/2021 20:22:18 rwW-r--r-- root
lim.log 17 KB 16/06/2021 20:22:24 w-r--r-- root
loader.log T0KB 16/06/2021 20:22:10 wW-r--r-- root
logger.log 10 KB 16/06/2021 20:22:06 w-r--r-- root
ltelog 340 KB 16/06/2021 20:22:32 rw-r--r-- root
Itclog 3919 KB 16/06/2021 20:22:25 rwW-r--r-- root
modbus.log 0 KB 09/04/2021 19:17:47 w-r--r-- root
monitoring.log 10 KB 16/06/2021 20:22:09 w-r--r-- root
guery.log 10 KB 16/06/2021 20:22:17 w-r--r-- root
= read 0 KB 09/04/2021 19:17:46 w-r--r-- root
#7=| scheduler.log 10KB 16/06/2021 20:22:15 rw-r--r-- root
stderr-lora_gw.log S KB 16/06/2021 20:22:34 w-r--r-- root
stdout-lora_gw.log 3,208 KB 16/06/2021 19:03:51 rwW-r--r-- root
™ . 286 KB 08/06/2021 06:04:50 w-r--r-- root
@ stdout-lora_gw.log.2.9z 294 KB 21/05/2021 23:14:54 nw-r--r-- root
@ stdout-lora_gw.log.3.0z 294 KB 13/05/2021 23:49:24 w-r--r-- root
supervisord.log 207 KB 16/06/2021 20:22:35 w-r--r-- root ~
0B of 098 GB in 0 of 2 0B of 849 MB in 0 of 25
a SFTP-3 = | 0:12:42
d . I
© 2022 Dialog Semiconductor SEMICONDUCTORg
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Deleting/Renaming Devices in ChirpStack

* Deleting a device in Chirpstack will not delete it from within IAP
» It will also leave the device in the ChirpStack database
* Legacy data will re-appear if DevEUIs are re-used

* To delete devices from IAP, from a console/SSH session, run the script:
* sudo /var/apollo/data/lora_gw/support/reset.sh

* Or from the support folder
* sudo ./reset.sh

dialog
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MQTT Ports

« MOQOTT Ports 1883 and 8883 are open by default
* Close them down if not needed

sudo ufw status numbered
sudo ufw delete <number>

* Repeat as necessary

¢Jdialog

5 EMICONDUCTOR
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Adding New Device Types/Counts

* For new device types and count changes ask Dialog!

e 4096 DPs max

¢Jdialo
© 2022 Dialog Semiconductor sewconoucmng
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Passwords

You should change the SmartServer system €dialog
and CMS password along with the ChirpStack

SYSTEM INFORMATION

password. o . ¢dialog

. MACID EI?::ICI:T'I:G-::ES:af CHANGE PASSWORD
For the SmartServer use the System tab in the e soning setes oo
Configuration User interface Ceoment? S

LON MNetwork Management Mode Device Current Password |

System Uptime 44 minutss

Change Password Reset To D

|
|
Mew Password | |
|

Confirm Mew Password |

Change Password

[

SYSTEM CONFIGURATION

Password Recovery

Allow password reset via the SmartServer Connect button

Security Setting

[ Enable signad carificatas
CMS

crarvamelie |
] e t—

[ Remote CMS

© 2022 Dialog Semiconductor d d I a IO
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ChirpStack

* For the ChirpStack use
the admin button at the
top right

Logout

Change password

Logout

Users / admin / Change password

Password *

UPDATE PASSWORD

¢Jdialog

SEMICONDUCTOR
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Adding Non-LoRa
Devices

R
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Adding Non-LoRa Devices

* Support device types can be added ® Devices

X
manually (types and instantiation) or by v Q ° + nQ -
using discovery ~\ LoRaGateway .

. BAC?let, LON and Modbus discovery is :ism e
supported seament Controlle

« Discovered devices have a unique (5 Lo smartsenerior
naming convention @ U

* Any device can be renamed as required . ... E

in the Devices widget ToEIE S - o-ndo
* An unobtrusive approach must be taken,
so as not to affect existing control
strategies
* Polling rates must be sympathetic to the
channel in question and SmartServer EPS
and CPU%
* Do not rely on BACnet COV
* Detailed guidance can be found at:

http://iecdocs.diasemi.com/display/PortSSIoT/Discovering % 2C+Defining%2C+or+Importing+Devices

¢Jdialog
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BACnet Discovery - Overview

 BACnet discovery may take a while to
run to completion
« BACnet initially uses broadcast G popsinere NG
addressing initially
« BBMDs must be in place

W Q

% SmartServer loT
Segment Controller

It may not find everything in one pass © =i smartserver loT
* Validate the discovered device @i S
count £, iox1.sys I
* To start discovery, simply click the owmpwpepe 3 T 1-3e08 1< <

discover icon in the Device widget
/var/apollo/data/bacnetrouter/res/

Mame - Size Changed

. 22/12/2021 13:16:59
/var/apollo/data/bacnetrouter/res/ . @lora gwbim KB 29/03/2022 15:1401
Before starting discovery [ tora_gw.btm.backup 1KB02/02/2022 14:17:01

D readme.txt! 1KB 25/10/2021 20:04:05

¢Jdialog
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The View From WireShark

£ Capturing from Wi-Fi - O *
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help I"\’
* Only the Amg® RN QemnEFgs = Qaqi
b d t |1 | bacnet ] -]+
roaacas No. Time Source Destination Protocol Length Info
traffic will be - 2818 147.641846 192.168.168.5 192.168.168.255 BACnet-.. 60 Unconfirmed-REQ who-Is
L. : 2811 147.641846 192.168.168.9 192.168.168.255 BACnet -.. 62 Unconfirmed-REQ i-Am device,1786@
visible | 2812 147.670083 192.168.168.68 192.168.168.255 BACnet-.. 75 Unconfirmed-REQ i-Am device,68
| 2899 152.658815 192.168.168.5 192.168.168.255 BACnet-.. 68 Who-Ts-Router-To-Network
d 2986 152.6578685 192.168.168.68 192.168.168.255 BACnet-.. 68 I-Am-Router-To-Network
| 2084 157.643198 192.168.168.5 192.168.168.255 BACnet-.. 68 Unconfirmed-REQ who-Ts
d 2985 157.643191 192.168.168.9 192.168.168.255 BACnet-.. 62 Unconfirmed-REQ i-Am device,17888
! 2086 157.678528 192.168.168.68 192.168.168.255 BACnet-.. 75 Unconfirmed-REQ i-Am device,68
2987 157.981666 192.168.168.5 192.168.168.255 BACnet-.. 61 Unconfirmed-REQ who-Is 17861 4194362
20098 157.942661 192.168.168.5 192.168.168.255 BACnet-.. 68 Unconfirmed-REQ who-Ts 69 17799
3126 168.684694 192.168.168.5 192.168.168.255 BACnet-.. 62 Unconfirmed-REQ who-Is 1761664 4194362
3127 168.846836 192.168.168.5 192.168.168.255 BACnet-.. 61 Unconfirmed-REQ who-Ts 17881 1781882
3128 168.182717 192.168.168.5 192.168.168.255 BACnet-.. 68 Unconfirmed-REQ who-Is 15156 17799
3129 168.148481 192.168.168.5 192.168.168.255 BACnet-.. 68 Unconfirmed-REQ who-TIs 69 15154
3136 168.2087277 192.168.168.5 192.168.168.255 BACnet -.. 66 Unconfirmed-REQ who-TIs @ 67
3223 178.1999668 192.168.168.5 192.168.168.255 BACnet-.. 62 Unconfirmed-REQ who-Is 1761664 4194362
3231 178.248627 192.168.168.5 192.168.168.255 BACnet-.. 61 Unconfirmed-REQ who-Is 17861 1761662
3233 178.301218 192.168.168.5 192.168.168.255 BACnet-.. 68 Unconfirmed-REQ who-Ts 15156 17799
L 3237 178.481471 192.168.168.5 192.168.168.255 BACnet-.. 68 Unconfirmed-REQ who-Is & 67
< >
goee ff ff ff ff ff ff 66 de@ 71 @a e5 33 @8 @@ 45 88 - - -E- —

L*]

@ 7 wiFi: <live capture in progress>

© 2022 Dialog Semiconductor

|| Packets: 5158 - Displayed: 19 (0.4%)

|| Profile: Default
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Device and Device Types Widget

. . . S o X
Discovered devices will Svices
- + IHH @

appear in the Devices —

. : Discovered-BACnet-151_TP1273-15155-1 .
Wldget e Edge Device SmartServer IoT  *#

1 1 . Di d-BACnet-178_LIOB-550-17800-1 c
Dlscovered dev:l'ces muSt e EQZZ?:;E:.; " SmartServer loT
be provisioned from the e )

. o # Edge Device SmartServer loT  *
Devices Widget R
Associated types will & seoment ontoe
appear in the Device £\ o dio _ 2T
Rows per page 23 * 1-7of 7 1
Types widget
= Device Types X
Q + & -
o Device Type Ty Driver T, Device Count T, Actions
v BACnet-151_TP1273 BACnet 1 -
v BACnet-178_LIOB-550 BACnet 1
v 10X_DIO IAP 1
v IDX_METER IAP 1

uml\)g

© 2022 Dialog Semiconductor SEMICONDUCTOR 45



Changing Device Names

* You can rename a device in the Devices widget
¢ Usefu:l tO tag g lng ® ©_.ic. Diouciored-BACnet-151_TP1273-15155-1::15155
* Useful for discovered devices

Mame*
Titon Sensor Fourth Flood

Evice categary /

Group

Context

Devices

W Q

" Discovered-BACnet-151 _TP1273-15155-1
Edge Device

de® Longitude

: Discovered-BACnet-178_LIOB-550-17800-1 Latitude tude *
Edge Device 51.4964 01224 0

Mame*®

Discovered-BACnet-151_TP1273-15155-1 Context ® Device: Titon Sensor Fourth Floor:15155

up Integration methad *

15155 Manual assignment -

Device

Edge Device I}

Orwwner ™ Driver *

SmartServer loT BACnet -

Group

Device type ™

BACnet-151_TP1273 ~

Latitude * Longitude *

51.4964 -0.1224

Firmware Version

-
CANCEL BACK
© 2022 Dialog Semiconductor d semnconoucmng

46



/var/apollo/data/bacnetrouter/res .bac Files

 The BACnet external interface files farfapolio/datafoacnewouter/res/

o

% . Mame Size Changed
(*.bac) can be found in . 23/13/2031 131650
/var/ apollo /data/bacnetrouter/ res\‘ 1151_TP12731d385442{Sed bac 1KB  07/04/2022 14:28:15
] 178_LIOB-5503e684824cTce.bac 2KB 07/04/2022 14:28:20
* CSV format lora_gw.btm 2KB 29/03/2022 15:14:01
D IDra _gwbtmbackup 1TKB 02/02/2022 14:17:01
Elreadme.txt 1KB 25/10/2021 20:04:05

¢Jdialog
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Setting Datapoint Names

o You can rename BACnet and (1 jvar/apollo/data/bacnetrouter/res/151_TP12731d385442c0ed.bac - apollo@192.168.168.5 - Editor - WinSCP - O X
1 1 o E a o A & Encading * __| Color = Q
Modbus device type datapoints if st iletype, gachet. xif X
: #program_ID,9E955AD68CBOFBE2
requlred #version,1.1.11
. #product_name,TP1273
. —
ReStart the re]-eva-nt service Datapoint Name,Object Type,Object Instance,Write Enable,Presentation Type,Block Name,Block Index,Priority Array
MAC,MSV,@,+,scalar,MsV,0,false
afterwards Flash store,BvV,@,+,boolean,Bv,0,false
. . Build Fail,BvV,1,+,boolean,Bv,1,Talse
* Usefu]- for dlSCOVGIed datapOII'lt Temperature,Av,200,+,float,Av,200,false
Humidity,Av,201,+,float,Av,201,false
names C02,AV,202,+,float,Av,202,false
. . Temperature Offset,Av,21@,+,float,Av,210,false
° Rename datap01nts 1n the relevant Humidity offset,Av,211,+,float,AV,211,false
C02 Offset,Av,212,+,float,Av,212,false
file Remote DO,BV,370,+,boolean,BV,370,false

CO2LED Green Amber threshold,Av,400,+,float,Av,406,false
. . o CO2LED Amber Red threshold,Av,401,+,float,Av,401,false
. E ] 3 EALS ) El El El
CheCk 1n the DGVICG TYpeS Wldget DO Selector,MsV,300,+,scalar,MsV,300,false
Control Selector,Msv,3e1,+,scalar,MSV,301,false

for the fi]-e prefix in queStion C02 Autocalibration Period,Msv,400,+,scalar,MsV,400,false

Timer Mode,MSV,500,+,scalar,Msv,500,false
* Reboot or restart the relevant Timer Period,AV,50@,+,float,AV,580,false

Digital Input,BI,100,-,boolean,BI,1@0,false

Serv:i.ce after editing Digital oOutput,BO,100,+,boolean,B0,160,true

Line: 1/24 Column: 1 Character: 35 (0x23) Encoding: 1252 (ANSI - Lz

dialo
© 2022 Dialog Semiconductor d sawconoucrong
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Data Browser Widget

! Devices i X
W Q + H & -
@ LoRaGateway . -
Edge Device B Deprovision device
g Eggy:e;@:i:lant Room /™ Reprovision device
% SmartServer loT 1] View device dashboard

Segment Controller

. Titon Sensor Fourth Floor B view da‘t@jints
Edge Device @

elace device

M) iox1.dio
Rows per page 23 =

Q % L:ve_ ;i%tt.::SensorFourth FIO:r "
e (Can be used to test data

o Deice  t Bek 7 eckindex 7 Dmapem 7 Vaue e
retrieval without having setup | :
polling rates v foutnflosr - TR S -
e Uses GETs v Foutnfiosr . e T
+ Use view datapoints for the v fornfen N . -
device in the Devices widget v e M e omee - °
» Use suitable polling rate e )

* Be conscious of polling rate
* Never use a non-zero polling
rate for LoRa Gateway device d d|a|o

© 2022 Dialog Semiconductor

5 EMICONDUCTOR

49



Setting Datapoint Polling Rates

e This must be done sympathetically to:
* Not impeded control strategy requirements " | Device Coun T | Actions
 BACnet MS/TP and Modbus RTU are :
slow channels
» Take advantage of slow changing datapoints
such as temperatures
* Keep SmartServer EPS to <40 and CPU% to
<40%
* Cloud service time resolution requirements
* Cloud storage availability
« Datapoint Properties are set by type, not device
instance
 Worst case, the LoRa Gateway with 15 minute
uplinks can generate ~5 EPS

S N N N N N N N N NN Y
6 6 6 06 6 6 66 006 6 6 60 0

Rous perpage 25

¢Jdialog
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Setting Datapoint Polling Rates (continued)

 Filter as T —

BACnet ~
. Total Monitoring Traffic Indicator Total Logged Bytes Data Annual Log Size
re q l | lre 0.00 events per second 0.00 byte (B) per day 0.00 byte (B) per year
° S] o s Devica Type 1, Block Name 1y Block Index T, Datapoint XIF Name T, Datapoint Type T, Monitored T, Logged T, Alarmed Ty Actions
15 273 1 d f
f. \/ ® BACnet-151_TP1273 = Build Fail boclean off 0f off : -
uncon lgure :l BACnet-151_TP1273 AV 202 coz float off off off
\/ © #  Edit @
DPS v o BACnet-151_TP1273 MSV 400 CO2 Autocalibration Period scalar off off off
—  Export
. .
° S 1 t d t BACnet-151_TP1273 v 2 £02 Offset float off off off R
elecCt edl v © :
for t] e D P v ® BACnet-151_TP1273 AV 401 COZ2LED Amber Red threshold float off off off E
v ® BACNer151_TP1273 Y 400 COZLED Green Amber threshold float off off off :
v ® BACNer151_TP1273 MSV 301 Control Selector scalar off off off :
15 273 s c F
v ® BACnet-151_TP1273 MSV 300 DO Selector scalar off Of off :
15 273 1 f
v ® BACRet-151_TP1273 Bl 00 Digital Input boclean off Off off E
15 273 1 ici -
\/ ® BACnet-151_TP1273 BO 00 Digital Output boclean off Of Off E
15 273 -
\/ ® BACnet-151_TP1273 = 0 Flash Store boclean off 0f off :
v ® BACnet-151_TP1273 AV 20 Hurmidity float off off off E
v ® BACnet-151_TP1273 AV &n Humidity Offset float off off off E
v ® BACnet-178_LIOB-550 AD 1001 L1171 A0 float off off off E
v ® BACnet-178_LIOB-550 Al 1009 L1 1 AO1 FEEDBACK float off off off E
-
Rows per page 25 - 1-250fM4 13 3

dialo
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51



Setting Datapoint Polling Rates (continued)

B Edit Datapoint Properties: BACnet-151_TP1273[AV/202/C02]

.
- Edit DP
1 INFO ALARM TYPE CONFIGURATION PRESET DEFINITIONS LOCALIZATION

properties Monitoring Method

O Event-Driven

) Monitored Yes W Logged No

as Polled

:
.
required
Poll Interval (Seconds; Publish Interval (Heartbeat,
60 a0
Minimum Publish Interval (Seconds) Expected Update Interval (Seconds;
60 60
Publish Minimum Deka Value
Value ~ Value
Log 1 Log 2 Log 3
Muttiple Muttiple Multiple
0 0 [}
Minimum Interval (Secands Minimum Interval {Secands] Minimum Interval (Seconds
0 0 [}
ten Expected Interval {Seconds) al (Seconds)
0 0
Retention Period (Days) Retention Period (Days) Retention Period (Days)
14 60 730
;

Nelta Value

CANCEL UPDATE

dialog
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Sequencing Widget

Once polling rate
has been set, or the
Datapoint Browser
widget has a non-
zero polling rate set,
data will be sent to
the endpoint once it
is configured

A Sequencing s X

— DASHBOARD [%]

=<2, Node-RED

Q Generic loT Connection P+ - i¥ debug i || & | & -

¥ common | Yallnodes = | | Wall -
| evidata (
) - il ATi2022, 4:48:53 PM  node: cd0cfdcf3TTavied e
.. .Ccn-e:'_e:i \ =
Im Llrl 1 Tinn Sencor Eonrth Eloce B0 O iaiEs] O o
[ .Et MQTTDF ton Sensor Fourt oon Bl TULLhigeal Cuwiput

! - meg.payload : string[136])
. nnning
; . l cfg r 1"ingest_key":"17gampp”, "external_id

1 | -
| comple 0 o = ":"Titon sensor Fourth
’ ! @ connectad P E— Floor/BOS188/Digital
. v 4 output”,"data":@, "timestamp™: "2822- 7
| ¥ =2+ -

Discovered BACnet device

¢Jdialog
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Detalled Configuration
Instructions

R
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Pre-Requisites

The following applications are necessary for integration:

e WinSCP
e Putty
e Chrome
- YABE

* Don’t forget a lot of sensors use 3.6V AA batteries — please check the specifications

dialog
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Under The Hood: SmartServer IoT LoRa Integration

868MHz
LoRaWAN  868MHz Y< > LoRaWAN
Encrypted
[ LoRaWAN ]4 ‘(
LoRa 1
Encrypted
Gateway v
~$300 [ LoRa Packet Forwarder ] LoRaWAN Sensors
IP I UDP Port 1700 Encrypted
B / \ [ LoRa Gateway Bridge ] B
MQTT Encrypted
A 4
o [ LoRa Network Server ] — ChirpStack
% gRPC |
A 4
-n-1
% _J SmartServer IoT [ LoRa APPli‘iatm Server | ] 0 < T 1
= MQTT | [ )] ensor Type
F? xif LON Internal App :
8 .dtd ufptLoRaGateway ] """"" D Sensor Type n
(a W _Y'Y'Y'Y—‘
NVs < ¢
K / .btm BACnet Virtual Device [ LON Router ]

A

BACnet/IP

: ¢Jdialog
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y N

ChirpStack Application Server MQTT Output

@ 192.168.123.188 - PuTTY - O X

Base64 data

T T T

App ID DEVEUI Uplink Decoded JSON Object

© 2022 Dialog Semiconductor d SEMICONDUCTOR g
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Configure MultiTech Gateway — Initialize

&«

C' A Notsecure | 192.168.2.1/commissioning

MULTITECH(@®)

mPower™ Edge Intelligence Conduit AP

Commissioning Mode

Username:

The following steps must be followed to register your first administrator user. You must specify a
username and a password to continue configuring the device.

You must specify a valid username and specify a password that meets the complexity
requirements.

The usemame may contain only alpha-numeric (A-Z, a-z, 0-9), dot, hyphen and underscore
characters and must not start with a hyphen character.

The user password must meet the complexity requirements and be at least 8 characters and
contain three or more different types of characters:

» uppercase alphabetical characters (A through Z)
» lowercase alphabetical characters (a through z)
« numerals (0 through 9)

« special characters

The password must not contain any common dictionary word.

Copyright © 1995 - 2021 by Multi-Tech Systems, Inc. - All rights reserved.
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Configure MultiTech Gateway — Initialize (cont.)

" MULTITECH(@®)

mPower™ Edge Intelligence Conduit AP

MULTITECH(@®)

Username: mPower™ Edge Intelligence Conduit AP

Commissioning Mode
admin| R

New password:

dialo
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Configure MultiTech Gateway — Initialize (cont.)

< C A Notsecure | 192.168.2.1/sign-in

MULTITECH@)

mPower™ Edge Intelligence Conduit AP

‘ l Please fill out this field.

This system is for the use of authorized users only. Individuals using this system without authority, or in excess of their authority, are
subject to having all their activities on this system monitored and recorded by system personnel.

Anyone using this system expressly consents to such monitoring and is advised that if such monitoring reveals possible evidence of
criminal activity, system personnel may provide the evidence of such monitoring to law enforcement officials.

Copyright © 1995 - 2021 by Multi-Tech Systems, Inc. - All rights reserved.
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Configure MultiTech Gateway — Initialize (cont.)

Do not use the First-Time Setup Wizard

First-Time Setup Wizard

MULTITECH(®)

dialo
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Configure MultiTech Gateway — Setup ethO

& C A Notsecure | 192.168.2.1/setup/network/interfaces

TECHO

Home

Save and Apply

LoRaWAN ®
Setup
Network Interfaces
WAN Configuration

Global DNS

DDNS Configuration
DHCP Configuration
SMTP Configuration

SNMP Configuration

Time Configuration
Cellular
Firewall
SMS
Tunnels
Administration

Status & Logs

mPower™ Edge Intelligence Conduit AP - Application Enablement Platform

MTCAP-L4E

NETWORK INTERFACES CONFIGURATION®

eth0

pppo &
bro

4

1

Firmware 5.2.1

LAN
WAN IPv4
LAN IPv4

ETHER
PPP
BRIDGE

br0
PPP

Static 192.168.2.1/24 bro

© 2022 Dialog Semiconductor
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Configure MultiTech Gateway — Setup ethO (cont.)

< C' A Notsecure | 192.168.2.1/setup/network/interfaces/eth0

TECHO

Home

Save and Apply

LoRaWAN @

Network Interfaces

WAN Configuration
Global DNS
DDNS Configuration
DHCP Configuration
SMTP Configuration
SNMP Configuration
Time Configuration

Cellular

Firewall

SMS

Tunnels

Administration

Status & Logs

mPower™ Edge Intelligence Conduit AP - Application Enablement Platform

MTCAP-L4 A Firmware 5.2.1

NETWORK INTERFACE CONFIGURATION - ETHO®

Bridge

br0

© 2022 Dialog Semiconductor
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Configure MultiTech Gateway — Setup ethO (cont.)

° Default address: 1 92 . 1 68. 2 . 1 < C' A Notsecure | 192.168.168.3/setup/network/interfaces/eth0 e @ (_Update E->‘

. M Edge Intelligence Conduit AP - Application Enablement Platform
* Required address: 192.168.1.60 NTCAP GG 04A_Fimware 516

Home

b Default user. admin/admin NETWORK INTERFACE CONFIGURATION - ETHO ®
. . . Save And Restart
* Note: ping is disabled

LoRaWAN ® Direction
WAN Xy
Setup
Network Interfaces IPv4 Settings
Global DNS Mode Gateway
Static 192.168.1.1
DDNS Configuration IP Address Primary DNS Server
DHCP Configuration 192.168.1.60 8.8.8.8
SMTP Configuration Mask Secondary DNS Server
255.255.255.0 4.4.4.4
SNMP Configuration
Time Configuration t
=
Firewall
Tunnels

Administration

Status & Logs

¢Jdialog
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Configure MultiTech Gateway — Set As LoRa Packet Forwarder

Make a note of the Gateway EUI

As required

‘ @® LoRaWAN Networking X +

&« C A Not secure | 192.168.123.187/lora/network

TECHO

MTCA A Firmware 5.1.6

Home
LORAWAN NETWORKING ®
Save And Restart

mPower™ Edge Intelligence Conduit AP - Application Enablement Platform

LoRaWAN ® LoRa Mode
Network Settings Packet Forwarder Network Server Lens Server
PACKET FORWARDER
Setup
Status
Firewall Restart L oRa Services
Tunnels LoRa Card Information
Administration ks a W 00-80-00-00-00-01-9C-85
Frequency Band
Status & Logs FPGA Version
Commands LoRa Packet Forwarder Configuration Manual Configuration
Apps Gateway Info
Help uuiD B 6F083F56-1884-E2F0-12EC-CE9AQ5B52FF1
Serial Number W 20020528
SX1301
Channel Plan Additional Channels 1 (MHz)
> EUS68 867.5
Basics Intervals
Keep Alive Interval (s) -

© 2022 Dialog Semiconductor
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Configure MultiTech Gateway — Set As LoRa Packet Forwarder (cont.)

Server Address: 192.168.1.50
Upstream/Downstream Port: 1700

@® LoRaWAN Metworking X +

<« C A Not secure| 192.168.123.187/lora/network

wnrou

Channel Plan
EUB68

Basics

~ Public
Gateway ID Source
Manual

Gateway ID
0080000000019C85

Packet Forwarder Path
/opt/lora/lora_pkt_fwd
Server

Network
Mgy

Server Address
192.168.1.50

Upstream Port
1700

Downstream Port
1700

R set To Default

Copyright © 1995 - 2020 by Multi-Tech Systems, Inc. - All rights reserved.

© 2022 Dialog Semiconductor

Additional Channels 1 (MHz)
867.5
Intervals

Keep Alive Interval (s)
10

Stat Interval (s)
20

Push Timeout (ms)
100

Autoquit Threshold
60

Forward CRC

Forward CRC Disabled
v Forward CRC Error

¥ Forward CRC Valid
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Configure MultiTech Gateway — Set WAN Access

&« C A Notsecure | 192.168.168.3/administration/access-configuration

MT £ 41A  Firmware 5.1.6

mPower™ Edge Intelligence Conduit AP - Application Enablement Platform

v @(Update :

\I
Y,

Home

Save And Restart
LoRaWAN ®
Setup
Firewall
Tunnels

Administration

User Accounts

Self-Diagnostics (beta)
Access Configuration

RADIUS Configuration

X.509 Certificate

X.509 CA Certificates

Remote Management

Notifications

Web Server

HTTP Redirect to HTTPS
v" Enabled

HTTPS Security

SSH Settings

Enabled

SSH Security

Reverse SSH Tunnel

Enabled

ACCESS CONFIGURATION® N

Port 5
443
Port
22 Via LAN
Server Remote Port
2222

© 2022 Dialog Semiconductor

Authorization
Session Timeout (minutes)

Show

Via WAN

Show

Scroll Down and
Click Submit then

Click Save and
Restart

v
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T TTTTTEEEEEEEE——SSSS S TN
Configuring RAK7258

“"-.jh RAK [iSAUEDEHANGESSS)  AUTO REFRESH ON Logout

@
@ status WAN Interface

=3 Network
Status Uptime: 17d 22h 42m 57s

Ethernet Port MAC-Address: AC:1F:09:05:22:5F
RX: 102.86 MB (1577136 Pkts.)
TX: 73.37 MB (1226759 Pkts.)

Wi-F IPv4: 192.168.1.100/24

IPv4: 169.254.34.95/16

WAN Interface

Diagnostics

Firewall

Protocol | Static address v
Multi WAN

IPv4 address | 192 166.1.60

‘) channel Plan
IPv4 netmask | 255.255.255.0 hd

Ll LoRa Network
IPv4 gateway | 192.168.1.1

& Services

Use custom DNS servers | 8888 )

System

IPv6 assignment length | disabled hd

&) WisDM Assign a part of given length of every public IPve-prefix to this interface

|Pv6G address
IPvG gateway

IPvG routed prefix

Public prefix routed to this device for distribution to clients.

[ ]
less Technology Co., Ltd. All Rights Reserved. d d I a I 0 g
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B
Configuring RAK7258 (continued)

& RAK ENSAVEDGRANGESEE  Logout

¥
L aEE LoRaWAN Network Settings

£3 Network
Gateway EUI aclf09fffe05225f

‘) channel Plan
Mode | Packet Forwarder v

Lill LoRa Network
Log Level | NOTICE v

Network Settings

& Services Packet Forwarder Settings

System

General Setup Packet Filter GPS Information

&) WisDM
Protocol Semtech UDP GWMP Protocol v

Server Address | 192.166.1.50
Server Port Up | 1700
Server Port Down | 1700
Push Timeout (ms) | 200

Statistic Interval (s) = 30

w

Keepalive Interval (s)

AKwire 3 eserved. d ia IO
© 2022 Dialog Semiconductor d sawconoucrong
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Configuring RAK7258 (continued)

& RAK' ERSWEDGEAWGES  Logout

@ Status
General Setup Packet Filter GPS Information

@3 Network

{:52} h Pl Protocol | Semtech UDP GWMP Protocol v
Channel Plan

Server Address | 192.168.1.50
Lull LoRa Network

Server Port Up | 1700
Network Settings
Server Port Down | 1700

& Services

Push Timeout (ms) | 200

S| Syst
. ystem Statistic Interval (s) | 30

) WisDM Keepalive Interval (s) | 5

Automatic data recovery

Data messages are automatically stored when the connection to the server is lost

DGRAM MTU | 1400

Auto-restart Threshold | 30

Packet forwarder will automatically restart when the keepalive timeout exceeds this threshold. Set '0' to
disable

Is LoRaWAN Network | YES v

Copyright © RAKw s Technology Co., Ltd. All Rights Reserved.
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B
Configuring RAK7258 (continued)

For US, adjust channel plan to channel O — channel 7, channel 64

< C' A Notsecure | https://192.168.1.60/cgi-bin/luci/;stok=2ae90becchbb9901cc5e7174a51947db/admin/loraradio ® o
=
“-I:v'h RAK Logout
® Status
@ Channel Plan
£3 Network
Region Us902-928 v
) Channel Plan i
LorawaN Puotic @)
Lill' LoRa Network .
Standard Mode Switch to Advanced Mode
& S Frequency Sub-Band channel 0 ~ channel 7, channel 64 v

System

(g,) WISDM m

¢Jdialog
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Cloning the SmartServer Image

* Start with a SmartServer re-imaged to 3.26

* Connect SmartServer to the internet
» Establish a connection to the SmartServer using WinSCP with user “root” NOT “apollo”

 Copy lora_gw_<build>_<region>.tgz Image to SmartServer’s /media/sdcard/backup folder
* Maintains original MAC IDs and host name
* Hit F5 in the CMS to refresh

ﬂ Global Flash Drive - root@192.168.168.13 - WinSCP [ — O X
Local Mark Files Commands Session Options Remote Help
[Fl % @ Synchronize | Sl q? = 7 Queue v - Transfer Settings Default i @ v
& root@192.168.168.13 X [3 New Session
5D: Data ~E - = HEEQ& % backups <+ [~ [T~ 4=~ & Q& &, FindFiles | =
B3 Upload ~ | [} Edit ~ 3¢ UJ Properties | [ New V] £ New~ vl
DALoRa\Global Flash Drivel /media/sdcard/backups/
MName - Size Type Changed Name - Size Changed Rights Owner
£ . Parent directory 28/08/2021 12:55:15 " 24/08/2021 10:00:52 TWXT-XT-X root
Datasheets and Manuals File folder 12/07/2021 09:13:59 “l lora_gw_1.00.003.tg 1,031,971... 28/08/2021 10:02:31 W-r--r-- root
i . et LB M B lrbiopmre e FIE P 12/07/2021 09:12:08
g 1,031,971.. WinZip File 28/08/2021 10:02:31
< >

0B0of0.98GBin0of 3 0Bof0.98 GBin0of 1
] SFTP-3 0:04:03

¢Jdialog
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Clone Image — Clone Image

Storage

L3

om Internal Flash Memory Restore
Total Mem... Memory In Available M SYSTEM DATABASE m
3847 MB 2483 MB 1135

Restore *

/media/sdcard/backups/lora_gw.tgz v
Data Log Size Event Log Size
0.0390625 MB 0.015625

H SD-Card Memory 2B COM25 - PuTTY
Notes:

1) Monitor progress using
a serial console
connection

2) SmartServer will have
the password from the
imaged device after

cloning dd |
1dl0g

SEMICONDUCTOR
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Creating LoRaWAN Gateway in Chirpstack

192.168.1.50:8080

¢3 ChirpStack Application Server X

ﬂ Dialog SmartServer loT Configur. X | & SmartServer CMS X | -+

C' A Notsecure | 192.168.1.50:8080/#/organizations/1/gateways

c(/B ChirpStack

@ Gateway-profiles
B3  Organizations
2 All users

Q,  APlkeys
chirpstack -
A  Org. dashboard
- Org. users

Q,  Org. APIkeys

2= Service-profiles
3= Device-profiles

@  Gateways

2 Applications

N Multicast-groups

Gateways

Last seen

zation, application, gateway

admin/Sgq4-2FKQ

Name Gateway ID Network server Gateway activity (30d)

Rows per page:

10 -

& @ (oo )

0-0of 0

© 2022 Dialog Semiconductor
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Creating LoRaWAN Gateway in Chirpstack (cont.)

= (B ChirpStack

o Dashboard

G%teways / Create
E Network-servers
@  Gateway-profiles

GENERAL TAGS METADATA

i

Organizations
Gateway name *

- All users MultiTech-MTCAP-868

The name may only contain words, numbers and dashes

QA APlkeys
Gateway description *
My Gateway
chirpstack -
T 0Org. dashboard
. Gateway ID *
=  Org.users 00 80 00 00 00 01 9C 85 MSB (¥

Q,  Org. APl keys

Network-server *

SmartServer loT -
o= i i
- Service-profiles Select the network-server to which the gateway will connect. When no network-servers are available in the dropdown, make sure a service-profile exists for this organization.
EFL Device-profiles Service-profile

SmartServer -
@ Gateways Select the service-profile under which the gateway must be added. The available service-profiles depend on the selected network-server, which must be selected first
# Applications Gateway-profil

MultiTech MTCAP-868 -
N Multicast-groups Optional. When assigning a gateway-profile to the gateway, ChirpStack Network Server will attempt to update the gateway according to the gateway-profile. Note that this does require a

gateway with ChirpStack Concentratord.

[C] Gateway discovery enabled

192.168.1.50:8080/#/organizations/1/gateways L _ N o ) B o o ) N o ) o o . _ - d' I
© 2022 Dialog Semiconductor d sewconoucmng
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Creating LoRaWAN Gateway in Chirpstack (cont.)

€< @ChirpSta:k ® O admin

Dashboard MultiTech MTCAP-868

>

Network-servars [[] Gateway discovery enabled

When enabled (and ChirpStack Network Server is configured with the gateway discover feature enabled), the gateway will send out periodical pings to test its coverage by other gateways in
the same network.

)

Gateway-profiles
Gateway altitude (meters) *
Organizations 0

i

When the gateway has an on-board GPS, this value will be set automatically when the network has received statistics from the gateway.

2 All users
Gateway location (set to current location)
Q,  APlkeys
chirpstack -

F .1 Org. dashhoard
2 Org. users

Q,  0rg. APlkeys
2= Service-profiles
a= Device-profiles

@  Gateways

Leaflet | @ OpenStreetMap contributors
Applications Drag the marker to the location of the gateway. When the gateway has an on-board GPS, this value will be set automatically when the network receives statistics from the gateway.

N Multicast-groups
ADD BOARD CONFIGURATI CREATE GATEWAY

dialo
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Creating LoRaWAN Devices in ChirpStack

< ¢ ChirpStack

N Dashboard
Applications / Sensors / Devices / Create
E Network-servers
@  Gateway-profiles
GENERAL VARIABLES TAGS
B Organizations
Device name *
All users ERS_CO2
The name may only contain words, numbers and dashes.
Q,  APlkeys
Device description *
ERS CO2 Sensor
chirpstack v
Device EUL*
] Org. dashboard A817 58 FFFEQ4 AB 14 MSB c
- Org. users Device-profile *
Elsys ERS_C02 v

F

Org. APl keys

[C] Disable frame-counter validation
Service-profiles

Mote that disabling the frame-counter validation will compromise security as it enables people to perform replay-attacks

= Device-profiles
[} Device is disabled
@  Gateways

ChirpStack Network Server will ignore received uplink frames and join-requests from disabled devices.

HH Applications

N Multicast-groups

dialo
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Creating LoRaWAN Devices in ChirpStack

< 63 ChirpStack

I Dashboard

Applications / Sensors / Devices / ERS_CO2 ‘ W DELETE ‘
= Network-servers
@ Gateway-profiles DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES
[Bg  Organizations
- All users Application key *
78afdela7fab2253bc1 3860 9f40 ae 7d mse G [ ©
R API keys For LoRaWAN 1.0 devices. In case your device supports LoRaWAN 1.1, update the device-profile first
chirpstack v

SET DEVICE-KEYS

N 0Org. dashboard

- 0rg. users

Q,  0rg. APl keys
2= Service-profiles
5 Device-profiles
@  Gateways

HH Applications

N Multicast-groups

dialo
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Datapoint Browser Widget Polling Rate = 0

< C A Notsecure | 192.168.168.19/cms/#/dashboard a % @
gdialog EDED = ey
OF GROUPS ® Devices *E De\ri:::Types

* Ensure polling rate is ® oevies - °

se‘t to O While in use to (9 CALENDAR @ 'E—:;ﬂ[?::::ay cmarserverior «F  Device Type f, Driver T, DeviceCount T, Actions
reduce MQTT traffic |© == | -
e Close browser after

ALARMS

" I0X_METER &P 0 :

3 DATAPOINT BROWSER v loX.svs 4P 0 i
EH DATAPOINT PROPERTIES VLo LONGW LON 1 i
= DEVICE TYPES Rows per page 25 ~ 1-20of 2 1 Rows per page 25 * 1-40f4

——y i r=—

EH zones Datapoint Browser Bl Datapoint Properties
Source Block Name X Driver =
Q & Live met Q All ~
. . . ; Total Monitoring Traffic Indicator Total Logged Bytes Data Annual Log Size
% Device 1, Blockname 1,  Block index T, Datapoint namem XIF name 0.00 events per second 0.00 byte (B) per day 0.00 byte (B) per year
v LoRaGateway MCF_LW12MET 0 nviLoadCtl1_1 nviLoadCt! - & Device type T, Block name . Blockindex T, Datapoint u
v LoRaGateway  MCF_LW12MET 0 nvoActEnergy_1 nvoActEnergy v Lora LON GW R718E 1 nvoAcecelX =
I v LoRaGateway  MCF_LW12ZMET 0 nvoActPwr_1 nvoActPwr v Lora LON GW R718E 9 nvoAccelX
LoRaGateway  MCF_LW12MET 0 nvoAppEnergy_1 nvoAppEnergy v Lora LON GW R718E 2 nvoAcecelX
v - -
|
4 » I 4 3
I Rows per page 25 v 1-250f130 1 > 3 + Rows per page 25 v 1-250f770 1 > »
2 Apollo Owner |
|
4 0 |
« Q_ Search
€] LoGouT

£\ Group 1 :

dialo
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SmartServer Upgrades

Note: Do not upgrade or re-
image a SmartServer once
cloned

— -

Device Types

Q

< C' A Notsecure | 192.168.168.19/cms/#/dashboard
¢dialog EEDED = EE
QP GRrouPs ® Devices

w3
® opEvices v QA

: LoRaGateway

3 caLENDAR Edge Device
© ALARMS

= STORAGE

! SmartServer loT
I Segment Controller
1 DATAPOINT BROWSER |
ﬁ DATAPOINT PROPERTIES
= DEVICE TYPES

—\ g

H zownes 3= Datapoint Browser

met

Source Block Name X
Q% Live

Rows perpage 25

SmartServer loT

w7 Device Type

~ 10%_DIO

~  I0X_METER

~  10X_8YS

~/ LoraLON GW

Ty Driver T

Rows per page 25

BR Datapoint Properties
Driver
Q

Device Count u

v 1-4of4

Actions

~ Device i

Block name Ty

Block index 1

Datapoint name Ty

1-250f 130

Datapoint XIF name

Total Monitoring Traffic Indicator
0.00 events per second

Total Logged Bytes
0.00 byte (B) per day

Data Annual Log Size
0.00 byte (B) per year

nviLoadCt -

nvoActEnergy

nvoActPwr

nvoAppEnergy
-

& Device type T
v Lora LON GW
v Lora LON GW

v Lora LON GW

Block name 7, Block index
R718E 1
R718E 9
R718E 2

Rows per page 25

T, Datapoint
nvoAccelX
nvoAccelX
nvoAccelX

1-250f 770 1 »

v LoRaGateway ~ MCF_LW12MET o nviLoadCtl1_1
v LoRaGateway MCF_LWI12ZMET o nvoActEnergy_1
I v LoRaGateway MCF_LWI12ZMET o nvoActPwr_1
v LoRaGateway MCF_LWI12ZMET o nvoAppEnergy_1
|
4
I Rows per page 25 -
2 Apollo Owner k
|
4 0 |
| « Q, Search
] LoGouT
#2\ Group 1

© 2022 Dialog Semiconductor
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Set The SmartServer IoT Date

* SmartServer 3.26 1s configured for automatic
date and time from the internet.

e Connect the SmartServer to the internet and
it should set the time and date automatically.

dialo
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Setting App Keys & Adjusting TX Rates

**%%* Do not use default app keys, as this is a security issue, set policies with suppliers ****

Netvox keys are either default or set by supplier (https://kms.alliot.co.uk/index)
Netvox TX rates etc. are adjusted via ChirpStack using Base64 encoded data
(see Netvox user’s guide & cheat sheet)

Netvox keys can be changed over the air if needed

Elsys keys are set using their NFC Android app (write the key down somewhere safe)
Elsys TX rates are set using their NFC Android app

MC Climate keys are typically set by supplier
MC Climate TX rates are set using their NFC Android app

IMBuildings keys are typically set by supplier
IMBuildings TX rates are set using their NFC Android app

MileSight keys are typically set by the supplier
Use NFC app to configure devices

¢Jdialog
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Testing The Gateway

= @ ChirpStack

(.3 Dashboard
Gateways G EEEE

E Network-servers
@  Gateway-profiles

Last Network

o Name Gateway ID Gateway activity (30d)

[ Organizations seen server
L] All users ;
- n2 MultiTechMTCAPB58  )080000000019c85  Smartserver

minutes loT
Q. APlkeys

Rows per page: 10 « 1-1 of 1 < >

chirpstack -

1r Org. dashboard

> Org. users
Q,  Org. APl keys
2= Service-profiles L

Evice-pro
Gateways

HH Applications
192.168.168.19:8080/#/0organizations/1/gateways

dialo
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Testing The Gateway (cont.)

@ O =min

A Dashboard

GATEWAY DETAILS ~ GATEWAY CONFIGURATION CERTIFICATE GATEWAY DISQVERY  LIVE LORAWAN FRAMES
MNetwork-servers B ——

-

=

®  Gatewsy-profiles )
Gateway details

B2 Organizations

2 Alusers Gateway 1D 00E0000000019cBS
A, APlkeys Altitude 0 maters

chirpstack - GPS coordinates 0,0

A Org dashboard Lestssenst Jun 16,2021 11:33 AM

2 Org. users

@, oOrg APl keys
45 Service-profiles
= Devicsprofiles Frames received
@  Gaeways
Applications

Y Multizast-groups

Tih 16th 15th 20th st 22nd 2 24 25 26th i ZEuh 2h 0t st st 2nd ad ah sth Bth 7h &h Tth 10th 110 120 13th ih 15th 6t

1 0th 18th 20t 218t 2nd 23 20 sin 26ih 2 28th 29 0 Jist 1= nd and 4th &h &n m Bh 8th 10th 1 12th 13t 4 180 16t i ’ I ° I

© 2022 Dialog Semiconductor SEMICONDUCTOR 86



Testing The Gateway — Live Frames

< 2 ChirpStack

N Dashboard

B=  Network-servers

@  Gateway-profiles

B Organizations
2 All users

@, APlkeys
chirpstack

o ] 0Org. dashboard
3 Org. users

Q,  Org. APlkeys

2= Service-profiles
Tt Device-profiles

@  Gateways

B Applications

N Multicast-groups

Gateways / MultiTechMTCAP868

GATEWAY DETAILS

UPLINK

UPLINK

UPLINK

DOWRNLINK

UPLINK

UPLINK

UPLINK

GATEWAY CONFIGURATION

11:37:21 AM

11:36:19 AM

11:35:46 AM

11:35:30 AM

11:35:30 AM

11:35:.07 AM

11:34:37 AM

UnconfirmedDataUp
UnconfirmedDatalUp
UnconfirmedDatalUp
UnconfirmedDataDown
ConfirmedDataUp
UnconflrmedDalaUu{}j

UnconfirmedDatalUp

CERTIFICATE GATEWAY DISCOVERY  LIVE LORAWAN FRAMES

@ HELP Il PAUSE ¥ DOWNLOAD

01bdob73
01bdob73
Olaafeed
00783802
0078380a
Olalcdoc

01bd0b73

| i DELETE |

B CLEAR

© 2022 Dialog Semiconductor

Note:You may see data
from devices you are not
interested in, such as join
requests
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Testing Devices

&= &3 ChirpStack

H Dashboard

-]

o Network-servers
@  Gateway-profiles
3] Organizations

2 All users

A, APlkeys

chirpstack -

H Org. dashboard
- Org. users

@, 0rg. APl keys
2= Service-profiles

aE Device-profiles

Gateways

Applications

Applications / Sensors

DEVICES

Last seen

in a minutg

2 minutes ago

in a minute

in 2 minutes

11 minutes ago

aminute ago

a month ago

a month ago

a month ago

A2 minitee ann

APPLICATION CONFIGURATION

ERS_Eye_0

ERS_Lite_0

IM-Counter-EU-W_0

MC-LW-THD1_0

MCF-LW12MET_0

MCF-LW1310_0

MCF-LW23MET_1

P13WA N

INTEGRATIONS

Device EUI

a81758fffeDdabl4

a81738fffe0537al

a81758fffeD4d037

a81758fffe0dbd7c

0004a30b00edc875

70b3d52dd40000a1

70b3d58ff10183b4

70b3d58ff10183ce

70b3d58ff10183f2

NN127a10NNNNFRAT

Device profile

Elsys ERS_C02

Elsys ERS_C02_Lite

Elsys ERS_Eye

Elsys ERS_Lite

IMBuildings IM-Counter-EU-W

MClimate MC-LW-THD1

mcf88 MCF-LW12ZMET

mcf88 MCF-LW 1310

mcf88 MCF-LW12MET

Natuny D21WA

© 2022 Dialog Semiconductor

Link margin

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

‘ il DELETE |

+ CREATE

Battery
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a

n/a

¢
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Testing Specific Devices

= @ ChirpStack

Q, Search organization, application, ga

. ] Dashboard

= Network-servers

@ Gateway-profiles

Ba  Organizations

2 All users

Q APl keys

chirpstack

1 Org. dashboard

2 Org. users

Q,  Org APl keys

A= Service-profiles

3= Device-profiles

@ Gateways
Applications

ENY Multicast-groups

Applications / Sensors / Devices / ERS_C02_0

DETAILS CONFIGURATION
Details
Name ERS_CO2_0
Description ERS_CO2_0

Device-profile Elsys ERS_CO2

KEYS (OTAA) ACTIVATION

DEVICE D§TA LORAWAN FRAMES

| W@ DELETE ‘

Status
Last seen at Jun 16, 2021 11:39 AM
State enabled

Enqueue downlink payload

Port * <+

/

Flease ncte that the fPort value must be = 0

@nfrmed downlink

BASE64 ENCODED JSON OBJECT

Baseb4 encoded string *

© 2022 Dialog Semiconductor

Note: This is where you put
downlink base 64 data to
send to devices -
alwaysset the port and use
confirmed downlink
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Testing Devices — Live LoRaWAN Frames

S @ ChirpStack

o Dashboard [
Applications / Sensors / Devices / ERS_C02_0
= N k
o= etwork-servers
@  Gateway-profiles DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES
i3] Organizations

® HELP 1l Pause ¥ DOWNLOAD B CLEAR
-3 All users

Q  APlkeys * See detail with

UPLINK 11:52:43 AM UnconfirmedDataUp 00b704d3 ~

chirpstack - UPLINK 11:47:43 AM UnconfirmedDatalp 00b704d3 v the drop-down

r Org. dashboard UPLINK 11:42:43 AM UnconfirmedDataUp 00b704d3 w a'rrow
-3 Org. users

Q,  Org. APl keys

2= Service-profiles

= Device-profiles
@ Gateways
HH Applications

™ Multicast-groups

L]
192.168.168.19:8080/#/organizations/1/applications/1/devices/a81758fffe04ab14/frames d d I a Iog

© 2022 Dialog Semiconductor SEMICONDUCTOR 90



JoinAccept/JoinRequest

= @ ChirpStack

N Dashboard
Applications / Sensors / Devices / ERS_CO2_test

&= Network
= elwork-servers
@  Gateway-profiles DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES
g Organizations

All users %
A, APlkeys Feb019:25:58 PM | JoinAccept | | 926.9 MHz | ( SF9 | ( BWS00 | | GW- 008000000001edb0
chirpstack v Feb 01 9:25:58 PM JoinRequest | | 903.5MHz | | SF9 | [ BW125 | | DevEUI: a81758fffe0700cd

N Org. dashboard
-4 Org. users

Q,  Org. APl keys
a= Service-profiles
= Device-profiles
@ Gateways

HH Applications

dialo
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Finding PC Serial Port — Device Manager

& Device Manager — | >

e« m Hm B

v M SW-ENG-LT-M8 ~

v ﬂ Audio inputs and outputs

¥ Microphone Array (Realtek(R) Audio)
q Speakers/Headphones (Realtek(R) Audic)

» % Batteries

» ,ﬂ Biometric devices

» Bluetooth

> Q Cameras

» ! Computer
I ControlVault Device
- Disk drives
[l Display adapters
I Firmware
4 Human Interface Devices
Keyboards s
[ ! Memory technology devices
. Mice and other pointing devices
[ Monitors
» ! Network adapters
v @ Ports (COM &LPT)

ﬁ USB Serial Port (COM16)
ﬁ USB Serial Port (COM25)

» [ Print queues
> n Processors
» |7 Security devices

o L] Cmart rard raadarc

dialo
© 2022 Dialog Semiconductor d sewconoucmng
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Putty Serial Connection

e PUTTY Configuration ? X
Category:
5--Session | Basic options for your PuTTY session |
¢ ‘-Logging ) y
= Terminal Spe estination you wantto connectto
- Keyboard Serial line Speed
- Bell |comag| ) ( | [115200 |
- Features eciio
=-Window i . -
- Appearance (JRaw () Telnet (JRlogin ()5SH ( (@ Serial
-~ Behaviour Load. save or delete a stored session
- Translation )
i Selection Savgd Sessions
- Colours |Ser|a| |
B--Cor:::ectlon Default Settings ~ Load
~Data DFS Wed
- Proxy DFS Wed Remote -
S
- Telnet Demo LoRa S5H
- Rlogin Demo SSH -
-SSH Serial
- Serial Serial LoRa v

Close window on exit:
() Always () Never {®) Only on clean exit

About || Help |

dialo
© 2022 Dialog Semiconductor d sewconoucmng
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Putty Serial Connection -

Login

Note: Serial connections are
similar to SSH connections, but
SSH connections are not persistent
over reboots

You might need to hit enter to get
the login prompt up

#® PUTTY Configuration ? X
Category:
= Session Basic options for your PuTTY session
- Logging
4 Terminal Specify the destination you want to connectto
[ Keyboard HostName (or IP address) Port
Bell [192.168.1.50] |22
_“Wianeoe‘a;ures Connection type: ~ _ _
T (ORaw (U Telnet (()Rlogin @SSH () Serial
- Appearance
Behaviour Load, save or delete a stored session
Translation
. Selaction Saved Sessions
- Colours
=H-Connection Default Settings ~ Load
Data Beringar
Proxy Beringar SSH G
- Telnet DFS Wed
- Rlogin DFS Wed Remote
SSH Demo LoRa SSH iz
. Serial Demo SSH ©
C\osewmdowon exn. -
) Always I Never (@) Only on clean exit

About Help Cancel

COM25 - PuTTY

Ubuntu 16.04.7 LTS smartse

smart ver-17qgdkkc logi

© 2022 Dialog Semiconductor
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L N

Putty Determine IPV4 Address: ifconfig

* Use the command: ifconfig

© 2022 Dialog Semiconductor d SEMICONDUCTOR g
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Log Files

* Log files can be found at: /var/log/supervisor

“ supervisor - roor@192.168.1.50 - WinSCP & - ] X
- Local Mark Files Commands Session Options Remote Help
EE % E Synchronize [l @ =l @ @ Queue ~ gTransfer Settings Default = a =
E roor@192.168.1.50 x i New Session
: _5D:Data B -Frie-=- a8 - A M & | K, Find Files | T
5] Upload ~ | [ Edit - ¥ [ Properties | B New ~ : d : g Download ~ |[ Edit - ¥ L Properties | B New - = [+] ¥
MName Size Type Changed v Name - Size Changed Rights Owner ~
- . Parent directory 16/06/2021 20:36:00 echbacnet.log 12KB 16/06/2021 20:21:45 w-r--r-- root
Datasheets and Manuals File folder 16/06/2021 15:24:56 formatter.log 9 KB 16/06/2021 20:22:07 rw-r--r-- root
@ lora_gw.tgz 1,035713.. WinZip File 16/06/2021 20:21:13 housekeeper.log 10KE 16/06/2021 20:22:18 rwW-r--r-- root
lim.log 17 KB 16/06/2021 20:22:24 w-r--r-- root
loader.log T0KB 16/06/2021 20:22:10 wW-r--r-- root
logger.log 10 KB 16/06/2021 20:22:06 w-r--r-- root
ltelog 340 KB 16/06/2021 20:22:32 rw-r--r-- root
Itclog 3919 KB 16/06/2021 20:22:25 rwW-r--r-- root
modbus.log 0 KB 09/04/2021 19:17:47 w-r--r-- root
monitoring.log 10 KB 16/06/2021 20:22:09 w-r--r-- root
guery.log 10 KB 16/06/2021 20:22:17 w-r--r-- root
= read 0 KB 09/04/2021 19:17:46 w-r--r-- root
#7=| scheduler.log 10KB 16/06/2021 20:22:15 rw-r--r-- root
stderr-lora_gw.log S KB 16/06/2021 20:22:34 w-r--r-- root
stdout-lora_gw.log 3,208 KB 16/06/2021 19:03:51 rwW-r--r-- root
™ . 286 KB 08/06/2021 06:04:50 w-r--r-- root
@ stdout-lora_gw.log.2.9z 294 KB 21/05/2021 23:14:54 nw-r--r-- root
@ stdout-lora_gw.log.3.0z 294 KB 13/05/2021 23:49:24 w-r--r-- root
supervisord.log 207 KB 16/06/2021 20:22:35 w-r--r-- root ~
0B of 098 GB in 0 of 2 0B of 849 MB in 0 of 25
a SFTP-3 = | 0:12:42
d . I
© 2022 Dialog Semiconductor SEMICONDUCTORg
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YABE Adding Device (local)

. Search N X

General

. Yet Another Bacnet Explorer - Yabe Retries |3 E Timeout 1000 il
- A

File Functions Options Help

‘0 X Whols imit low | | high | |
Devices
ﬁﬁ% Add device BACnet/IP over Udp ~
¥ Remove device Port B2 —
-, Send Whols F2 Local end
|4 Export device DB
(J Time synchronize Ctrl+T BAChet/MSTP over sors
2! Device control Ctrl+D
Pot
/&, Alarm Summary Ctrl+A
[ GetProperties name Ctrl+N Baud 38400 5
— ég Create ObJECt Ctrl+0 — Sou Address -1 a |l
 AddressSpace o EI
Max Master 127 i{ —
BACnet/PTP over serial
Pot
Baud 38400 |3
Password | | | Add |
BACnet/Ethemet 120

dialo
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T —————n——————————— T ————.».
YABE & BACnet Datapoints

» Present value will only be valid after LoRa update has been received after echbacnet has been restarted

«, Yet Another Bacnet Explorer - Yabe & - O x

File Functions Options Help

O X
Devices Subscriptions, Periodic Poling. Events/Alams
'_g'ﬂ Devices
Sagw Udp:47808 Device  Objectld  Name Value Time Status Descript,|

-8 Device 20039 - 192.168.1.50:47808
.- /8 17qdkke_lora_gw_0OD0710C8585 [1701003]

Description AM319_First_Floor - Temperature
Event Detection Enable True |
Event Enable 000 | L k f
Event State 0 : Normal
Event Time Stamps Object(] Aray | oo or
High Limit 100

< > Lim# Enable 0 Present Value

Address Space : 128 objects Low Limk 0

AM319/0 Particulate Mass Concentration 2.5% (Analog_lnp. A < > Nulficd:on Class 41594303

AM319/0 CO2 ppm (Analog_lnput:118) 12 i i Notify Type 0: Alam

AM319/0 HCHO (Analog_Input:119) : : : : Object Identifier OBJECT_ANALOG_INPUT:124

AM319/0 Humidity (Analog_Input:120) : . : Obﬁd Name ﬁM31'I5f0 Temperature

AM319/0 lluminance (Analog_Input:121) Object T)’Del 0 - Object Analog Inp

AM319/0 Pressure (Analog_lnput:123) Out OFf Service False

4 /0 Temperature (Analog_Input:124) Present Value 244

AM319/0 TVOC (Analog_Input:125) Reliability 0 : No Fault Detected

R718AB/0 Battery Voltage (Analog_lnput:126) Status Flags 0000

R718AB/0 Humidity (Analog_input:127) Time Delay 0 .

R718AB/0 Temperature (Analog_input:128) Units 62 : Degrees Celsius

R718DB/0 Battery Voltage (Analog_Input:129) =

7 v Acked Transitions

:7:%% mﬁ?mbiﬂpfg i v BACNET _APPLICATION_TAG_BIT_STRING

< >

Log

Sending ReadPropertyMultipleRequest ...

ComplexAck

Sending ReadPropertyMultiple Request ...

ComplexAck

Sending ReadPropertyMultipleRequest ...

ComplexAck

Sending ReadPropertyMultiple Request ...

ComplexAck

Sending ReadPropertyMultipleRequest ...

ComplexAck

© 2022 Dialog Semiconductor
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MOQTT Debugging

The ChirpStack application topic can be monitored from a Putty SSH session
using:

mosquitto sub -v -t application/#
The SmartServer ev/data topic can be monitored a Putty SSH session using:

mosquitto sub -v -t glp/0/+/ev/data

¢Jdialog
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T —————n——————————— T ————.».
Backup

Storage N e X

* Once configured, take Om Internal Flash Memory

a backup and save in a

feW ].a.ces Total Mem... Memory In ... Available M...

b 3847 MB 2483 MB 1135 MB

* Backup system, not

database

Data Log Size Event Log Size

[ J

Ta:kes around 35 0.0390625 MB 0.015625 MB

minutes

ﬂ SD-Card Memory

Arrails

BACKUP

Trtal ham harmare |

FORMAT

RESTORE

¢Jdialog
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Configuring Node-RED Flow

Edit flow: Generic loT Connection

.
. Disabled by default

# Properties
* Double click flow s
& erodes % Name Generic loT Connection i info Alejajel -
tab ~ commen - as -
Description - Flows N

e C(Click disabled [ I Mok m B I o = =& =% s CE ’
e (Click done :EL

,,,,,,,,,,,, t 1 > Global Configuration Nodes

L !
(8]
link in 0

: ; J
Q load - = |
é imkceall ) msgpayload |

| comment ‘ E3 Generic loT Connection a
| flow - target \ Flow "72a32f8b Befc3" =
~ function

@ Disabled

¢Jdialo
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Configuring Node-RED Google Cloud Platform (GCP) Connections

* Please see the following for details on setting up GCP connections:

http://iecdocs.diasemi.com/display/PortSSIoT/Google+Cloud+Platform+(GCP)+Application+Example

» The file /etc/systemd/system/node-red.service.d is already established in the image
* Just your add project id

Q]’ Jetc/systemd/system/node-red.service.d/override.conf - apollo@192.168.1.50 - Editor - WinSCP — O x
Ei B xX@ 9 iR & Encoding ~ [ ] Color~ ¢ @
[[service]

Environment="GOOGLE CLOUD PROJECT=<your project id>"

Line: 1/2 Column: 1 Character: 91 (0x5B) Encoding: 1252 (ANSI - Le

¢Jdialog
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http://iecdocs.diasemi.com/display/PortSSIoT/Google+Cloud+Platform+(GCP)+Application+Example

Configuring Node-RED AWS Connections

Edit mqtt out node
Information you will need: Delete Cancel
# Properties i B =
’ Topic Q@ Server < -
. your server name> &
* End point L =
. = lopic <your topic>
¢ ClientID
.o # QoS v D Retain v
» Certificate (pem format)
* Private Key (pem format) $Name | <your connector name>
® CA. Cert (pem format) Tip: Leave topic, qos or retain blank if you want to set them via msg
properties.
s
O Enabled

¢Jdialog
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Configuring Node-RED AWS Connections (continued)

Edit matt out node = Edit mqtt-broker node
Delete Cancel
J £+ Properties ‘ i B}
N
¥ Name AWS
J Connection ‘ Security Messages
@ Server <your end point> Port | 8883
Use TLS AWS TLS v
# Protocol MQTT V3.1.1 ~
% Client ID <your client ID>
2P KeepAlive | 60
i Session Use clean session
QO Enabled = € 1 node uses this config On all flows ~

© 2022 Dialog Semiconductor
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Configuring Node-RED AWS Connections (continued)

Edit mqtt out node = Edit mqtt-broker node = Edit tls-config node

Delete Cancel

J 4+ Properties i R
Use key and certificates from local files -

3
[3 Certificate Ivar/apollo/data/aws/certs/73fdc1d09186C
[3 Private Key /var/apollo/data/aws/certs/73fdc1d09186C
Passphrase private key passphrase (optional)
[31 CA Certificate Ivar/apollo/data/aws/certs/AmazonRootCy
Verify server certificate
£ Server Name for use with SNI
% Name <your name>
OEnabled € 1 node uses this config On all flows ~ d . I
© 2022 Dialog Semiconductor d SEM|!<QJUCTQ g 105



Configuring Node-RED Azure Connections

Edit mgtt out node

Information you will need: - caree
| © Properties EIENE

° TOpiC @ Senver <your server name> s

 End pOil’lt = Topic <your topic>

e ClientID ® QoS v DRetin .

« CACert (pem format) ® Name <your connector name>

e Username T Laeve o o o Fe ik o i 0 it e Vi

properties.

e Password

— &l dialog
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Configuring Node-RED Azure Connections (continued)

Edit mqtt out node > Edit mgtt-broker node

Delete Cancel

J % Properties ‘ - BRNE
¥ Name Azure
J Connection H Security H Messages
@ Server ssl://<your end point> Port

Connect autornatically

Use TLS Azure v || #
& Protocol MQTT V3.11 v
% Client D <your client ID>

P Keep Alive | 60

i Session Use clean session

© Enabled O 1 node uses this config On all flows ~ i ! I I aI
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Configuring Node-RED Azure Connections (continued)

Edit mqgtt out node = Edit mgtt-broker node = Edit tls-config node
Delete Cancel Update
J 4+ Properties - BENE|
Use key and certificates from local files -
[3 Certificate path to certificate (PEM format)
[}
[3 Private Key path to private key (PEM format)
Passphrase private key passphrase (optional)
[21 CA Certificate | jvar/apollo/data/certs/tls/digicert.pem
Verify server certificate
£ Server Name for use with SNI
% Name <your name>
QOEnabled @ 1 node uses this config Generic loT Connection ~

¢Jdialo
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Configuring Node-RED Azure Connections (continued)

Edit mgtt out node > Edit mqtt-broker node

Delete Cancel

~
J % Properties W ‘ - JRNE

W Name Azure

‘ Connection H Security H Messages

& Usemame <your username>

@Password | <your password>

O Enabled @ 1 node uses this config On all flows -

¢Jdialog
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